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BASF SIS Approach
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G-P-EI 201M

IEC 61511

IEC 61508



Management of Functional Safety & Life Cycle Requirements
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Project milestones Life Cycle Phase SupportToolsStandardsWorksheets

Start of planning/
Conceptual planning

Definition approval/
Ext. concept planning

Authorities talk

Start up

Installation

Appropriation approval/
Start detail planning

Operation &
Maintanance

BASF Risk Matrix

E&I Expert teams

E&I Test center

Failure analysis

SIF Failure 
logging

Plant modification
sheet

BASF Global 
device standards

Quantitative
SIL Assessment

Exception from 
standards

Typicals

SPLC Toolkit

Specification

Risk analysis
(SIL allocation)

Failure

NAMUR data 
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Implementation

Safety
validation

Manufacturer data
Public data

BASF Device data

w/o SIF Failure 
logging

SIF Specification

Test specification

Test specification

SHE Review – Step 1

SHE Review – Step 2

SHE Review – Step 3

SHE Review – Step 4

Design review

Factory accept. test

Pre start-up test

Verification & Validation

Operational experience
Test results

Modification
Operation &
Maintanance

Periodic manual test

SIF Overview List

SIF Specification
sheet

Logic Diagram
SPLC

Configuration
sheet

Technical sheets



Hazard and Risk Analysis
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Allocation of safety functions
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Safety Requirements Specifications
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Safety Requirements Specifications
Faults within Instrumented Installations
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Safe (active) fault
Triggers the protective function 
unnecessarily

Plant is sent into a safe state

Reduces the availability
of production

Dangerous (passive) fault
Hinder the protective function in 
case of demand

Plant continues to run, even 
though a shutdown is necessary

Reduces the process safety

With effect on a SIF

without effect on a SIFFault in a SIF



Safety Requirements Specifications
Faults within Instrumented Installations
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Systematic Failures

Design Failure
• Inadequate specification,  

wrong developing 
method, wrong modeling, 
software error, incorrect 
sensor location, ...

Operating conditions
• Wrong device selection, 

...
Interaction error
• Operating concept, 

sensor calibration failure, 
detector in bypass mode, 
…

Random Hardware Failure

Spontaneous Breakdown
Failures through aging
• Random failures through 

natural factors

Faulty Safety 
Instrumented 

Function

Safety Requirements Specifications
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Basics Design Rules for SIF: 
SIF’s should be as simple as possible 
SIF’s shall not be carried out in the BPCS (e.g. “standard” 
DCS)
A breakdown based on a dangerous fault in a SIF is not 
tolerable
A dangerous fault may not lead to a hazardous condition
Trip functions may not automatically be reset after the process 
variable has returned to its normal value again
Whenever feasible, devices shall be used which have the 
capability to go to a predetermined safe state in the event of a 
specific malfunction
Analog values shall be used whenever possible
Measures should be taken to increase the online diagnostic 
coverage, e.g. through A-B-channel-comparison for analog 
signals, signal plausibility checks or other means
SIF’s and the components which are part of a SIS (e.g. 
transmitter, power supply, I/O card of a logic solver) shall be 
clearly marked 

Good Engineering Practices



General plant information 
Requirements from Technology and Operation

SIF Description
Requirements from Risk Assessment
Safety-relevant process values and their trip limits
Safety-relevant Process outputs and dedicated actions
Operational requirements

Manual actions or 
Time of uninterrupted operation
Repair time
...

Safety Requirements Specifications
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Requirements from Process control / E&I
Detailed function
Requirements for diagnostics
Interfaces
Special requirements for sensors and/or final elements based on 
environmental conditions or requested reliability/accuracy

Regional requirements
Roles and Responsibilities

Technology: Persons deeply involved in the process and participating or 
knowing the results of the safety review
E&I: Persons participating or knowing the results of the safety review 
Responsibility for completeness and correctness of the SIF requirements 
including change order based on the Safety review
Four-eye-principle

Safety Requirements Specifications
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Design and engineering of SIS
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Sensor and Final Element groups

SIF Standard Hardware Structures:

Typicals:

Design and engineering of SIS
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Limits of Standard HW Structures have to be taken in to account



Design and engineering of SIS
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Only field devices or logic solvers that comply with BASF´s
“Global Standard List (GSL) for Instrumentation” shall be used 
for new Safety Instrumented Functions

Devices not on the GSL shall only be used if

it can be shown that the device is proven in use in a 
chemical plant environment for at least one year prior to 
date of delivery to BASF without any dangerous failure and

the regional working group responsible (e.g. in BASF SE: 
CoE Instrumentation, BASF Corporation I&C COE, etc) for 
that type of device has agreed and a risk analysis was 
performed

SPLC’s working as a logic solver shall only be used for SIS if 
they are certified by an independent organization (e.g. TUV)

Design and engineering of SIS
BASF Standard Device
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Test in acc. to IEC 770 and NE95 in the E&I equipment test center 
Check of specification (desired functions of the device)
Check of influencing factors (U, T, p, EMC, ...)
Load/stress tests (e.g. ball valves or switching amplifiers 100,000 switching's, pressure sensors 
500,000 load changes)

Workshop check
Operational experience (acc. NE130)

Period of one to two years
Evaluation of handling, parameterization, failures



Standardization of equipment and installation materials is an 
essential means in improving E&I planning, engineering, 
installation and maintenance activities. 
Key advantages

Costs
Stocking of spare parts
Quality assurance
Availability
Use in safety instrumented systems
Central documentation

Design and engineering of SIS
BASF Global Standard Device List
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SPLC’s or hardwired systems shall only be used for SIS if they are IEC 61508 certified by an 
independent organization (e.g. TÜV) and listed on the BASF Standard device list!

Design and engineering of SIS
Global Standard Device List for Logic Solvers
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BASF Standard Software Structures
BASF SPLC-Toolkit for application software

Optimized for use with BASF standard hardware 
structures

Parameterization instead of programming
Safety and Economic Efficiency

Design and engineering of SIS
Application software
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HIMA Triconex

Levels of Integration (DCS / SIS)

Design and engineering of SIS
Safety and Economic Efficiency
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Design and engineering of SIS
PFD of a Safety Instrumented Function
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PFDS + PFDLS + PFDA = PFDSIF

Standard hardware structures (Typicals) that have been verified 
for SIL2 and SIL3 hardware safety integrity requirements.

Installation, commissioning and validation
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Installation

FAT (Factory Acceptance Test)

SAT (Site Acceptance Test)

PSAT (Pre Startup Test)

Staggered Test or Function-oriented Test (Pipe to Pipe)



Installation, commissioning and validation
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SHE Step 4 Review

Validation that the SIS was built, installed and tested 
according SRS

Test procedure(s) for the regular proof test are in place

Safety Review recommendations that apply to the SIS 
have resolved or implemented

Employee training has been completed

Documentation has been fully completed

Test results are documented, signed by BASF SIS 
Engineer and Plant Manager

Operation and Maintenance
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Operation

Periodic proof test

Maintenance

Test after repair

Test after modification



Modification
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Types of Modification

Plant modification / Trip point change / Parameter change

Plant Modification Sheet Form

Description of the modification or change

Reason for the change

Identified hazards which may be affected

Analysis of the impact of the modification activity on the SIS

Additional documentation

Hard- & software changes, new device data sheets, …

Test

As PSAT but only for the affected SIF part

If possible use of automatic application  software                                     
comparison

e

SIS

                         

Decommissioning
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Hazard analysis

Update of the hazard and risk assessment

Determination which subsequent safety life cycle phases 
shall need to be revisited

Functional safety during the execution of the 
decommissioning activities

The impact of decommissioning of a SIS on adjacent 
operating units and facility services

The results shall be used to re-implement the relevant 
requirements including re-verification and re-validation.

MOC procedure



Verification and Validation
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Continuous inspection in every step of the safety life cycle 
Verification

For-Eyes-Principle a person that is independent from 
the current work step 

Responsible: E&I Engineer, Lead Engineer, Asset 
and/or Maintenance Manager

Functional Safety Assessment Validation

Technical expert

Surveyor

Authorities

...

25.01.2018/jl Functional Safety Management35

Project milestones Life Cycle Phase SupportToolsStandardsWorksheets

Start of planning/
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Definition approval/
Ext. concept planning

Authorities talk

Start up

Installation

Appropriation approval/
Start detail planning

Operation &
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BASF Risk Matrix

E&I Expert teams

E&I Test center

Failure analysis

SIF Failure 
logging

Plant modification
sheet

BASF Global 
device standards

Quantitative
SIL Assessment

Exception from 
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Typicals

SPLC Toolkit

Specification

Risk analysis
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Failure

NAMUR data 
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Implementation

Safety
validation

Manufacturer data
Public data

BASF Device data

w/o SIF Failure 
logging

SIF Specification

Test specification

Test specification

SHE Review – Step 1

SHE Review – Step 2

SHE Review – Step 3

SHE Review – Step 4

Design review

Factory accept. test

Pre start-up test

Verification & Validation

Operational experience
Test results

Modification
Operation &
Maintanance

Periodic manual test

SIF Overview List

SIF Specification
sheet

Logic Diagram
SPLC

Configuration
sheet

Technical sheets



Security for Safety Instrumented Systems

Automation Security
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Monitoring and analysis for SIS
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Comparison of Reliability Data

25.01.2018/jl Functional Safety Management38

Manufacturer

Data from
Laboratory
FMEDA 

Malfunction Database

Data from
Industry Malfunction 
Database (NAMUR)

.

Manufacturer

Data from
Proven in Use
Field Return

Public Industry 
Database

Data from 
e.g. OREDA Handbook

MTTFD 10.000 - 100 Years        500- 100 Years     50 - 20 Years

SIF Malfunction Recording - BASF-concept
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NAMUR NE93

Foutenregistratie
(SMART)

Fouten 

Storingen  

OperationBedrijf

Maintenance

Terugmelding 
standaardtoestel

Informatie
Infobrieven

Speciale acties

Verbetering van  
de G-P-EI-201M

SIL conform
DIN EN 61511

BASF Typicals
G-P-EI-201M

Foutenanalyse

Quality Gate
TC Automation

FR PLT Geräte
FR Sicherheitskonzept

Experten
Werkgroepen 

Terugmeldingen  

Toestellen-
data

BASFLeveranciers



Investigation of Dangerous failures

NAMUR.smart to BASF-concept

25.01.2018/jl Functional Safety Management40

• Verification of failure rates DU (statistic)
• Verification gSDL (Standard devices)
• Verification of BASF Safety Concept (total losses)

Random Failures

• Weak point analysis
• Verification of Test Procedures
• Verification of Maintenance Procedures

Systematic 
Failures

Distribution of Failures of Instruments
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Failures

Safe

Dangerous

Systematic
Engineering

Systematic
Operations

Random
Hardware PFD relevant

Human and 
organizational factors



Functional Safety Management

25.01.2018/jl Functional Safety Management43


